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Overview

This LSl isasingle-chip microcontroller unit (MCU) built around the H8/300H CPU. Four 1/0 ports, ROM, RAM,
EEPROM, arandom number generator (RNG), awatchdog timer (WDT), afirewall management unit (FMU), interval
timers (TMRUTMR?2), I°C bus interface (11C2), synchronous serial communication unit (SSU), and a coprocessor are
included.

Operating at a maximum 10-MHz internal clock rate, the H8/300H CPU rapidly executes bit manipulation instructions,
arithmetic and logic instructions, and data transfer instructions.

The on-chip coprocessor executes modular multiplications (such as ABR™ modN + kN), which are used to calculate
modular exponentiation XY modN, and DES cal culation processing at a high speed.

Table 1 lists the features of this LS.

Table 1 Features

Item Specification

CPU H8/300H CPU
Upper compatible with the H8/300 CPU in the object level
Sixteen 16-bit registers (Sixteen 8-bit registers + eight 16-bit registers or Eight 32-bit registers)
e High-speed operation
— Maximum clock rate: internal clock 10 MHz
— Add/subtract: 0.20 ps (10 MHz)
— Multiply/divide: 1.40 ps (10 MHz)
e Streamlined, concise instruction set
— 16-bit variable instruction length: 2 to 10 bytes
— arithmetic and logic operations between registers
— MOV instruction for data transfer between registers and memory
¢ Maximum 16-Mbyte address space
e Instruction set features
— 8-, 16-, or 32-bit transfer or arithmetic instructions
— Unsigned or signed multiply instruction (8 bits x 8 bits and 16 bits x 16 bits)
— Unsigned or signed divide instruction (16 bits + 8 bits and 32 bits + 16 bits)
— Bit-accumulator instructions
e Register-indirect specification of bit positions
— EEPROM write instruction (EEPMOV.B instruction)
— High-speed block transfer instruction (EEPMOV.W instruction)

I/0 ports e Four general-purpose input/output ports (Also used for interrupts)

Note: When writing to the DDR7 to DDR4 bits, use the MOV instruction instead of the bit
manipulation instruction.
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Item Specification
On-chip memory e EEPROM: 16 kbytes + 2 kbytes (64 bytes x (256 + 32) pages)
— Writing function by dedicated transfer instruction from CPU
— Page write (1 byte to 64 bytes) and erase
— Protected against accidental writing and erasing

— Generates an EWE interrupt before an EEPMOV.B instruction is executed
— On-chip high voltage generation circuit for writing and erasing
— Built-in oscillator and timer
— Write/erase time (maximum value): 3 ms (rewrite), 1.5 ms (erase)
— Rewrite endurance: 1 x 10° times (-20°C to +75°C)
— Data retention time: 10 years
e ROM: 112 kbytes
e RAM: 4 kbytes

Random number e Generates 16-bit random numbers.
generator (RNG) e Interrupts can be generated on completion of random number generation.
e One of four random number generation times can be selected.

Watchdog timer (WDT) e Generates a UDF interrupt constantly at any interval.
e Stops the on-chip functions when the halt flag is set.
e One of four counter clock sources can be selected.

Firewall management e Monitors memory access address of the user application.

unit (FMU) e Monitoring function of access between memory (monitors program execution on RAM and
EEPROM)

Interval timer e Generates an interval interrupt constantly at any interval.

(TMR1/TMR2) « One of four counter clock sources can be selected.

e Countable at a maximum of 4.5 seconds.

Modular multiplication e  Modular multiplication (ABR™ mod N + kN, etc.)

copracessor e Modular exponentiation (X" mod N) with CPU control
e Programmable data length: 160, 192, 256, 320, 384, 448, 512, 576, 640, 768, 896, or 1024
bits

e Four operations:
— Three types of modular multiplications:
ABR™ mod N + kN, A’R™ mod N + kN, and AR™ mod N + kN
— One type of multiplication:
A x N (Ais fixed to 32 bits, and the maximum data length of operation results is 1024
bits)
e 512-byte special-purpose registers
— Four 128-byte (1024-bit) registers (Registers A, B, N, and W)
— Can be used as RAM for the CPU when coprocessor calculations are not being
performed
e Interrupt request to the CPU when the coprocessor completes calculation
e Built-in multiplier allows up to 4x speed operation.

Interrupt e Four external interrupt pins: P1/IRQ to P4/IRQ
— Used for interrupt input in sleep modes 1 and 2
— Same exception handling vector is assigned to the four pins
¢ Internal interrupts (excluding TRAPA instruction)
— Ten interrupt sources: EWE, UDF, RNG, TMR1, TMR2, IIC2, SSU, modular

multiplication coprocessor, voltage monitor circuit, and clock multiplier

Notes: 1. When using I/O ports and sleep mode 1 is entered, clear DDR to 0 to use the pins as
I/O input port pins before executing the SLEEP instruction.
2. Execute MOV instruction instead of bit manipulation when writing to bits DDR7 to
DDRA4.
3. Set the corresponding bit of IOIRQS to 1 when using the external interrupt on
returning from sleep modes 1 and 2.
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Item Specification

Security e High frequency detector
e High voltage detector
e High temperature detector
e Low frequency detector
e Low voltage detector
e Low temperature detector
o lllegal access detector
¢ lllegal instruction detector
e EWE interrupt
¢ RNG failure detector

Power-down states Sleep modes 1 and 2 (sleep mode is entered by the SLEEP instruction)

Power-on reset circuit On-chip

On-chip oscillator e Internal clock
e CPU: 6 MHz (+ 20 %)
e Modular multiplication coprocessor: 12 MHz (+ 20 %)

Power e Single-voltage power supply

1.8Vto3.6V
Operating frequency ¢ When the internal clock for the CPU is generated by dividing the external clock by 2
range (CPUCS1, CPUCSO0 = 00): fcik = 1 MHz to 8 MHz

¢ When the external clock is directly supplied as the internal clock for the CPU (CPUCS1,
CPUCSO0 = 01): fcik =1 MHz to 8 MHz

¢ When the internal clock for the CPU is generated by multiplying the external clock by 1 by
on-chip PLL (CPUCS1, CPUCSO = 10): fc.k = 1 MHz to 8 MHz

¢ When the internal clock for the CPU is generated by multiplying the external clock by 2 by
on-chip PLL (CPUCS1, CPUCSO = 11): fcik = 1 MHz to 5 MHz

Operating frequency of the modular multiplication coprocessor is as follows:

e When 4x speed calculation (PS1, PSO = 10): fcopro = 20 MHz at maximum

e When 2x speed calculation (PS1, PS0 = 01): fcopro = 16 MHz at maximum

e When 1x speed calculation (PS1, PSO = 00): fcopro = 8 MHz at maximum (fc.k: externally
input clock frequency; fcorro: Operating frequency of the modular multiplication

coprocessor)
Operating temperature e —20to +75°C
Other function e Cold/Warm reset judgment function

e System clock multiplying function by PLL circuit
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Block Diagram
Figure 1 isablock diagram of thisLSI.

- P4/SCS/@
Vee > <——> P3/SSCK/IIRQ__
Vss > H8/300H CPU I/ port ~— P2/SSO/SCL/IRQ
g ~—— P1/SSI/SDA/IRQ
o N
System control RNG S
o —
. . FMU
Security logic Voltagle monitoring circuitK__ >
Internal address bus
— ROM (112 kbytes) O
RES o R, RAM (4 kbytes) >
P &
reg:{eériﬂit o EEPROM (16 kbytes + 2 kbytes) >
Internal data bus
— Interval timer 1 >
CLK Clock in_ider/ -
multiplier
— Interval timer 2 >
On-chip _
oscillator L Modular multiplication Register —
— coprocessor (512 bytes)
— Ssu >
L lc2 >

Figure 1 Block Diagram
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Pin Assignment

Figure 2 shows the pin arrangement of thisLSl.
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Figure 2 Pin Assignment
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Pin Functions

Table 2 lists the pin functions of thisLSI.

Table 2 Pin Functions
Type Symbol I/0 Name and Description

Power supply Vee I Power supply pin: 3.0 Vto 3.6 V
Vss I Ground pin: 0 V

Clock CLK | External clock input pin

Reset RES*! | Reset pin: Low-level input resets the chip.

I°C bus interface 2~ SCL I/0 [IC2 clock input/output pin

(Incz) SDA 110 IIC2 data input/output pin

Synchronous serial ~ SSI I/O SSU data input/output pin

communication SSO 110 SSU data input/output pin

unit(SSU) SSCK I/O SSU clock input/output pin
SCS 1’0 SSU chip select input/output pin

External interrupt IRQ** | Interrupt pin: In sleep modes 1 and 2, this pin can be used as an

interrupt input pin.

Port P1 1/0 I/O port pin: Input or output can be selected by software.
P2 I/0 I/0 port pin: Input or output can be selected by software.
P3 1/0 I/O port pin: Input or output can be selected by software.
P4 I/0 I/0 port pin: Input or output can be selected by software.

Notes: 1. An input pull-up MOS is connected to the RES pin as shown in figure 3.

RES

Vee
Input pull-up MOS

| _Internal

pin

- | RES signal
Input buffer

Figure 3 Block Diagram of the RES Pin

2. The P1/IRQ to P4/IRQ pins can be used as data I/O and interrupt input pins.
Input pull-up MOSs are connected to these pins.
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Electrical Characteristics

Absolute Maximum Ratings

Table 3 Absolute Maximum Ratings

Item Symbol Rating Unit
Power supply voltage Vce -0.3to +7.0 \%
Input voltage Vin —0.3t0 Vcc + 0.3 \%
Operating temperature Topr —20to +75 °C
Storage temperature Tstg —55to +75 °C

Note: Permanent damage may occur to the chip if maximum ratings are exceeded. Normal operation should be under
the recommended operating conditions. Exceeding these conditions could affect the reliability of the chip.
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DC Characteristics

Table 4 DC Characteristics

Conditions: Vec =1.8103.6 V, Vss =0V, Ta=-20to +75°C, unless otherwise specified.

Iltem Symbol Test Conditions Min. Typ. Max. Unit
Input high voltage RES, CLK Vin Vec=3.0t03.6 V Vee x 0.7 Vee +0.3 V
P1, P2, P3, P4
SDA, SCL, SCS, SSCK, SSI, SSO Vee=1.8t03.0V Vce x 0.85 Vee+03 V
Input low voltage  RES, CLK Vi Vec=3.0t03.6V -0.3 Veex 0.2 V
P1, P2, P3, P4
SDA, SCL, SCS, SSCK, SSI, SSO Vee=18t03.0V -0.3 0.2 \%
Output high P1, P2, P3, P4 Von lon = =200 pA Vee x 0.7 Vee \%
voltage SCS, SSCK, SSI, SSO
Output low P1, P2, P3, P4 VoL loo=1mA 0 0.4 \%
voltage SDA, SCL, SCS, SSCK, SSI, SSO
Input leakage P1, P2, P3, P4, CLK |linl Vin=05t0Vec—-05V — 10 HA
current
Input pull-up MOS RES —lp V=0V — 150 PA
current** P1, P2, P3, P4 _ 150
Supply Current*2 CPU half of the Coprocessor stops*3 lec — 7.5 mA
external clock/
external clock
CPU multiplied by one Exclusive mode™’ — 7.5
with PLL
CPU multiplied by two Normal speed of — 10
with PLL coprocessor in
maximum mode*’
Supply Current*2 Sleep mode 1 Vi, (/0 ports and RES) — 100 pA
=Vcc -0.5V to Ve or
I/O ports open**
T.<50°C
Vi, (10 ports and RES) — 200
=Vec -0.5V to Ve or
I/O ports open*!
Ta.>50°C
Pin capacitance Cp Vin=0V, — 15 pF
fok = 1 MHz,
Ta=25°C

Notes: 1. The input pull-up MOS's in the RES is always turned on, even in sleep mode 1 and sleep mode 2. To avoid
the input pull-up MOS current, the RES must be kept high during sleep mode 1 and sleep mode 2.

2. Viumin = Vec — 0.5V, Vitmax = 0.5 V, and values are when all output pins are unloaded.
3. These are operating modes other than sleep mode 1. In this case, CLK must be input according to the DC

and AC characteristics.
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AC Characteristics

Table 5 AC Characteristics
Conditions: Vec =1.81t03.6 V, Vss =0V, Ta=-20to +75°C, unless otherwise specified.

Item Symbol Test Conditions Min. Typ. Max. Unit
Clock cycle time (external clock) teye Figure 4.1 See table 7
System clock (¢) cycle time tscye Figure 4.2 278 333 417 ns
(Internal clock, CPUCS = 0)
System clock (¢) cycle time tscye Figure 4.2 139 166 208 ns
(Internal clock, CPUCS =1)
System clock (¢) cycle time tscye Figure 4.3 100 — 2000 ns
(External clock)
Clock high-level width tcH Figure 4.1 0.4 — 0.6 teye
Clock low-level width teL Figure 4.1 0.4 — 0.6 teye
Clock fall time ter Figure 4.1 — — 0.09* teye
Clock rise time ter Figure 4.1 — — 0.09* teye
I/0 port input fall time t Figure 5 — — 1.0 us
I/O port input rise time tr Figure 5 — — 1.0 Us
RES pulse width Cold reset trRwL1 Figure 6 500 — — us

Warm reset tRwL2 Figure 6 400 — — tscye
Power supply ON time ton Figure 6 0 — — ms
Power supply OFF time torr Figure 6 0 — — ms
EEPROM write time tepw Rewrite — — 3 ms

Erase — — 15 ms

Clock hold time teLkH Figure 7 400 — — teye
Clock setup time teiks Figure 7 20 — — teye
Interrupt pulse Sleep mode 2 tirow Figure 7 4 — — tscye
width (IRQ) Other modes 400 — — ns

Notes: * Set CLK so as no noise is generated by the clock input and the frequency of the clock signal increases or
decreases monotonically.
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Table 6 Clock Cycle Times

Conditions: Vec =1.81to0 3.6 V, unless otherwise specified.

Item Coprocessor Operation Min. Typ. Max. Unit

CPU is driven by an external clock Stopped or normal speed operation 0.2 — 1.0 ps
divided by 2 (Vcc =1.8to0 3.0V)

Stopped or normal speed operation (Vcc = 3.0 0.125 — 1.0 Hs

to 3.6V)

Double speed operation 0.2 — 1.0 us

(Vcc=1.8t0 3.0V)

Double speed operation 0.125 — 1.0 ps

(Vcc =3.0to 3.6V)

Quad speed operation 0.2 — 1.0 Hs
CPU is driven at the same clock rate  Stopped or normal speed operation 0.2 — 1.0 Hs
as the external clock (Veec =1.8to 3.0V)

Stopped or normal speed operation 0.125 — 1.0 us

(Vcc=3.0t0 3.6V)

Double speed operation 0.2 — 1.0 us

(Vec =1.8t0 3.0V)

Double speed operation 0.125 — 1.0 ps

(Vcc =3.0to 3.6V)

Quad speed operation 0.2 — 1.0 Hs
CPU is driven by an external clock Stopped or normal speed operation 0.2 — 1.0 us
doubled by PLL (Vcc=1.8t0 3.0V)

Stopped or normal speed operation 0.125 — 1.0 us

(Vcc =3.0to 3.6V)

Double speed operation 0.2 — 1.0 ps

(Vcc =1.8to0 3.0V)

Double speed operation 0.125 — 1.0 us

(Vcc =3.0t0 3.6V)

Quad speed operation 0.2 — 1.0 ps
CPU is driven at the same clock rate ~ Stopped or normal speed operation 0.2 — 1.0 ps
as the external clock (doubled by PLL  Double speed operation 0.2 — 1.0 us
and then divided by 2) Quad speed operation 0.2 — 1.0 ps

tcyc
7 VIH N VIH
CLK
tCH
VIL / VIL VIL
tCr th | tCL

e _\_/_\_/_\_/_\_
tscyc
o
Same as on-chip oscillator

clock

o [ \ [
Half of on-chip oscillator clock

Figure 4.2 System Clock Timing (Internal clock)
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tscyc

o
Double of oscillator clock _/_\_/_\—/_\_/_\—/_\_/_\_/_\_

t

SCycC
o

Same as on-chip oscillator

clock

tscyc

¢
Half of on-chip oscillator clock / \ /

Figure 4.3 System Clock Timing (External clock)

N Vi 7~ Vi
1/0O port
(input) v Vv
IL it
t; t,
Figure 5 1/0 Port Input Waveform
¥
\Y; 1.8V
o / 0osvi
Viy
cwe | e WU UUTATUAUTIIT
RES Vi V.
) Vi Vi 5
ton tRwL1 | trwi | trwiz | torf

Note: At power-on and after power-off, Vcc, CLK, and RES pins should be
driven low (GND level).

Figure 6 Power ON/OFF and RES Input Timing

Sleep mode 2

CLK 5 6 5 0
(in sleep mode 2)

(. ( ( (¢
R ) ) )

Sleep mode 1

CLK % 0 %

, Viy A
(in sleep mode 1) /rr

R D ) )

(4 L

a /| A
\n -—SS—- Vi
toLkH tciks  |tiraw
Program
execution state Power-down state Exception handling state
SLEEP instruction IRQ

Figure 7 Interrupt Timing in Sleep Mode 1 and Sleep Mode 2
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Reset Circuit Characteristics

Table 7 Reset Circuit Characteristics

Conditions: Vec =1.8103.6 V, Vss =0V, Ta=-20to +75°C, unless otherwise specified.

Item Symbol  Test Conditions Min. Typ. Max. Unit
Power-on reset effective voltage Vpori1 Figure 8 — — 0.1 \%
Power-on reset release voltage rise time  tpwoni Figure 8 — — 0.5 ms
tror1 > 1s*
Power-on reset release voltage rise time  tpwon1 Figure 8 — — 1 ms
tpor1 = 10s*
Power-on reset release time tprsT Figure 8 — — 500 us

Note: * tpori is the time needed to enable the power-on reset by keeping the external power supply Vcc to lower than
the effective voltage (Vpor1).

tPWON1

<<
—>

/
VCC - min

‘/POR1

tPOR1 tPRST

Y

Internal reset signal
(active-low)

Figure 8 Power-On Reset Timing

Voltage Monitoring Circuit
Table 8 Voltage Monitoring Circuit Characteristics

Conditions: Vcc =1.8103.6 V, Vss =0V, Ta =-20to +75°C, unless otherwise specified.

Item Symbol  Test Conditions Min. Typ. Max. Unit
Voltage detect level VbET0 Figure 9 1.9 2.3 2.6 \%
VCC Vdeto - max. \
VdetO - min. /
VCC - min
--------------------------------------------------------------------------------- Vgss

Voltage monitoring
circuit output

Figure 9 Voltage Monitoring Circuit Timing
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Communication Interface Timing

Timing of Synchronous Communication Unit (SSU)

Table 9 Timing of Synchronous Communication Unit (SSU)
Conditions: Vec =3.0t0 3.6 V, Vss =0V, Ta =-20to +75°C, C, = 30 pF*, unless otherwise specified.

Test
Iltem Symbol Applicable Pin min. typ. max. Unit Conditions

Clock period tsucve SSCK 4 — — tseye Figures 10 to
Clock high-level pulse width to SSCK 0.4 — 0.6 tsucve figure 14
Clock low-level pulse width tlo SSCK 0.4 — 0.6 tsucve
Clock rise time Master trise SSCK — — 1 tseye

Slave — — 0.1 us
Clock fall time Master teaLL SSCK — — 1 tseye

Slave — — 0.1 us
Data input setup time tsu SSO, SSi 1 — — tseye
Data input hold time th SSO, SSli 1 — — tseye
CS setup time Slave tLean SCS 4 — — tseye
CS hold time Slave tiac SCS 2 — — tocye
Data output delay time top SSO, SSi — — 1 tseye
Slave access time tsa SSi — — 2 tseye
Slave out release time tor SSi — — 2 tseye

Note: * Load capacitance of the measured pins.

4tH|->
SSCK Vi or Voy /‘
Vigor Vo i T
- tSUCYC
{(
SSO (output)
()()
tOD -
{(
[ 1)
SSI (input)
5
<-tSU-> <—tH—>
Figure 10 SSU I/O Timing (Clock Synchronous Mode)
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Vin or Vou
SCS (output)
Vig or Vou

SSCK (output)
CPOS = 1

SSCK (output) |
CPOS =0

-y >
tLO

SSO (output)

top

SSI (input)

<-tSU—> -t —>

Figure 11 SSU I/O Timing (4-Line Bus Communication Mode, Master, CPHS = 1)

___ V,, orV
SCS (output) "= ToH
ViyorVoy

<t > traLL > [« > ~trise

SSCK (output) i i
CPOS =1

<-tLO->

SSCK (output) 1
CPOS =0
palem —tsucve—

L |
T

SSO (output) _< >< >< X_ ><

top>| |«

(
S S S G G o §

<-tSU> <t —>

Figure 12 SSU I/O Timing (4-Line Bus Communication Mode, Master, CPHS = 0)
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V,orV
SCS (input) \ " Ton -
L VinorVoy

~—t a1 [t el > [« | [=trise ~tac
SSCK (input) ]_
CPOS = 1 /!
<—tLO—>
<-tH|->
SSCK (input) \ ]
CPOS =0
~“t5 «— tsucyg—»
s 5
SSO (input) X >< X X ><
- 5
|- tSU >| |- tH
s r 35
SSI (output) _3 >< x X X
4
e top > |+ tor >
SA

Figure 13 SSU I/O Timing (4-Line Bus Communication Mode, Slave, CPHS = 1)

__ Vin or Vou
SCS (input) _XX -
- Vi or Voy «

17

<~ t ™| [ i tralL > [+ | [+ trise ~tiae
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— .
<—tLO->

| E—

DR TIN
SSCK (input) \ y
CPOS =0

~t.5 «—tsucyc——

I
SSO (input) X ><

~tsyu~>| |=—t

H

SSI (output) ____| ><
tsa™ top > | [+ top >

>
>

Figure 14 SSU I/O Timing (4-Line Bus Communication Mode, Slave, CPHS = 0)
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Timing of I°C Bus Interface 2 (IIC2)

Table 10 Timing of I°C Bus Interface 2 (IIC2)
Conditions: Vecc =3.0t03.6 V, Vss =0V, Ta =-20 to +75°C, unless otherwise specified.

Applicable
Item Symbol Pin min. typ. max. Unit  Test Conditions

SCL input cycle time tscL SCL 12 teeyc + 600 — — ns Figures 15
SCL input high-level pulse width tscLn SCL 3 toeye + 300 — — ns

SCL input low-level pulse width tscLL SCL 5 tseye + 300 — — ns

SCL/SDA input fall time tst SCL, SDA — — 300 ns

SCL/SDA input spike pulse removal time tsp SCL, SDA — — 1 tseye

SDA input bus free time teur SDA 5 — — tseye

Start condition input hold time tstan SCL, SDA 3 — — tseye

Repeated start condition input setup time tsras SCL, SDA 3 — — tseye

Stop condition input setup time tstos SCL, SDA 3 — — tseye

Data input setup time tspas SDA 1 tseye + 20 — — ns

Data input hold time tspan SDA 0 — — ns

SDA

SCL

tS DAH

Note: * S, P, and Sr denote the following.
S: Start condition
P: Stop condition
Sr: Repeated start condition

Figure 15 1/O Timing of I°C Bus Interface 2
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Package Dimensions
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Revision History R5H30211 Data Sheet

Description
Rev. Date Page Summary
1.00 2008.Jul.29 — First edition issued
1.10 2009.Jun.05 1 A logo mark is added to the cover page.
5 Figure 2
The pin number (pin 13) in the pin assignment figure was changed.
9 Table 5

The minimum values of the items "RES pulse width" and "interrupt pulse width
(IRQ)" were changed.

"A system clock (f) cycle time (external clock)" ware added.

Part of the symbols and units were changed from teyc tO tseyc.

Reference figures were changed because figures 4.2 and 4.3 were added.

10 Table 6

The item of "the CPU operates on the clock pulse obtained by multiplying the
external clock frequency by two using the internal PLL" was changed.

10 to The figure number of figure 4 was changed to figure 4.1.
11 Figures 4.2 and 4.3 were added.
13 Table 9

The item of "min, typ, and max" was changed.
The unit of teyc was changed to tscyc.

16 Table 10

The item of "min, typ, and max" were changed.
The unit of tcyc was changed to tscyc.
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