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ST21NFCA

Near field communication microcontroller

Features

ST21NFCA operating modes supported:

Card emulation
Reader
Peer-to-peer communication

Hardware features

Enhanced 8/16-bit CPU core with 16 Mbytes
linear addressable memory

112 Kbytes of User ROM
4 Kbytes of RAM

36 Kbytes of EEPROM including 64 bytes User
OTP area

High integrated analog front end (AFE) for RF
transmission and reception including automatic
card and field detection modes

Three 8-bit timers with interrupt capability

Battery Off and Battery Low modes supported
in Card Emulation mode

Optimized power consumption modes

SIM and ST21NFCA power management
functions

RF communications

ISO/IEC 14443 A&B
ISO/IEC 15693
ISO/IEC 18000-3 Mod1
ECMA340 (NFCIP-1)

Supports FeliCa™ cards as described in
ECMAS340 specification

All RF communications are available in card
and reader modes

Communication interfaces

Single Wire Protocol (SWP) interface

I°C Slave interface
SPI Slave interface

Asynchronous receiver transmitter ISO/IEC
7816-3 master interface supporting T=0 and
T=1 protocols
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Security features
|

True random number generator
ISO/IEC 3309 CRC calculation block
Unique serial number on each die
Hardware DES accelerator

Electrical characteristics

Standby current: < 75 pA (typ.)
Card emulation: < 8 mA in normal mode

Standby current for Reader mode: ~200 pA in
Card Detection mode

Reader mode: < 70 mA (typ.)
3V power supply
Supports Class B and C for UICC

Software features

Includes all drivers supporting the handling and
host protocols for contact and contactless
interfaces

Includes complete firmware driving switch
modes between operating modes and host
controller interface functions (HCI)

Validation tools

An evaluation and debugging board is available
for complete integration.
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Description ST21NFCA

1 Description

The ST21NFCA is a single chip designed for supporting 13.56 MHz contactless
communication, including Near Field Communication (NFC) functions in the three operating
modes: card emulation, reader and peer-to-peer communication.

The ST21NFCA is designed for an optimized integration on a mobile phone with the
communication links shown in Figure 1.

Figure 1. Mobile phone communication links
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This product is based on an advanced Smartcard ST21 microcontroller with 36 Kbytes of
EEPROM, 112 Kbytes of User ROM and 4 Kbytes of RAM and includes an integrated RF
Analog Front End (AFE) supporting all the contactless proximity (ISO/IEC 14443, Calypso
V1 Radio Protocol (B'), ECMA340 (NFCIP-1), and vicinity (ISO/IEC15693, ISO/IEC18000-
3Mod1) standards.

The ST21NFCA system-on-chip combines a complete hardware capability for 13.56 MHz
contactless communication with an useful embedded firmware which handles:

® [ISO/IEC 14443 A&B, Calypso V1 Radio Protocol (B'), ECMA340 (NFCIP-1), ISO/IEC
15693, ISO/IEC18000-3Mod1 in card emulation modes as well as reader modes

® Switch modes between operating modes and RF modes
® Host Controller Interface functions (HCI based on the ETSI specification)
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In addition, the embedded firmware and associated macrocells support handling and
protocol for the various interfaces:

Single Wire Protocol (SWP) interface fully compliant with ETSI TS 102 613 Release 7
I°C Slave interface fully compliant with NXP specification
SPI Slave interface fully compliant with Freescale specification

Asynchronous Receiver Transmitter in master configuration supporting ISO/IEC 7816-3
T=0 and T=1 protocols

The ST21NFCA is a serial access circuit based on a 8/16-bit CPU core. Operations will be
synchronized with an internally generated clock issued by the Clock Generator module. The
internal speed of the device is fully software programmable.

The CPU includes the Arithmetic Logic Unit (ALU), the control logic and registers controlled
by the ST21NFCA firmware. The CPU interfaces with the on-chip RAM, ROM and EEPROM
memories via a 24-bit internal bus offering 16 MBytes of linear addressing space.

This device also includes a True Random Number Generator (TRNG), three 8-bit fully
programmable timers, a Cyclic Redundancy Check (CRC3309) module, and a Data
Encryption Standard (DES) accelerator.

Thanks to an enhanced power switch system, the ST21NFCA is able to support several
power supply sources ("Battery On", Battery Low and Battery Off" modes) which manages

the power management of the device and its associated UICC.

Figure 2.

ST21NFCA block diagram
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ST21NFCA

1.1 Firmware description

The ST21NFCA is a system on chip solution able to be compliant with NFC communication

system embedded in a mobile phone.

The firmware is developed in several modules:

® Host Controller Interface based on the ETSI specification managing the gates related
to the different protocols, the pipe between gates, the power management system, etc.

® The Operating System (OS) is the core of the system responsible for dispatching
commands to the Host Controller Interface.

® The Switch Mode module manages the operating modes and the switching between all

RF modes.
® Lowe-level drivers including:
— ISO/IEC 7816 in Master mode
—  SPlin Slave mode
— I2Cin Slave mode
—  SWP in Master mode

—  RF drivers for all vicinity and proximity standards in Card Emulation and Reader

modes

® Low-level contact and contactless 1/O protocols:
— T=0and T=1 as defined in the ISO/IEC 7816 specification
—  T=CL as defined in the ISO/IEC 14443-A,-B specification

— SHDLC as defined in the ETSI SWP specification

Figure 3. Firmware architecture overview
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Revision history

2

Revision history

Table 1. Document revision history
Date Revision Changes
8-Feb-2008 1 Initial release.
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Please Read Carefully:

Information in this document is provided solely in connection with ST products. STMicroelectronics NV and its subsidiaries (“ST”) reserve the
right to make changes, corrections, modifications or improvements, to this document, and the products and services described herein at any
time, without notice.

All ST products are sold pursuant to ST’s terms and conditions of sale.

Purchasers are solely responsible for the choice, selection and use of the ST products and services described herein, and ST assumes no
liability whatsoever relating to the choice, selection or use of the ST products and services described herein.

No license, express or implied, by estoppel or otherwise, to any intellectual property rights is granted under this document. If any part of this
document refers to any third party products or services it shall not be deemed a license grant by ST for the use of such third party products
or services, or any intellectual property contained therein or considered as a warranty covering the use in any manner whatsoever of such
third party products or services or any intellectual property contained therein.

UNLESS OTHERWISE SET FORTH IN ST'S TERMS AND CONDITIONS OF SALE ST DISCLAIMS ANY EXPRESS OR IMPLIED
WARRANTY WITH RESPECT TO THE USE AND/OR SALE OF ST PRODUCTS INCLUDING WITHOUT LIMITATION IMPLIED
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE (AND THEIR EQUIVALENTS UNDER THE LAWS
OF ANY JURISDICTION), OR INFRINGEMENT OF ANY PATENT, COPYRIGHT OR OTHER INTELLECTUAL PROPERTY RIGHT.

UNLESS EXPRESSLY APPROVED IN WRITING BY AN AUTHORIZED ST REPRESENTATIVE, ST PRODUCTS ARE NOT
RECOMMENDED, AUTHORIZED OR WARRANTED FOR USE IN MILITARY, AIR CRAFT, SPACE, LIFE SAVING, OR LIFE SUSTAINING
APPLICATIONS, NOR IN PRODUCTS OR SYSTEMS WHERE FAILURE OR MALFUNCTION MAY RESULT IN PERSONAL INJURY,
DEATH, OR SEVERE PROPERTY OR ENVIRONMENTAL DAMAGE. ST PRODUCTS WHICH ARE NOT SPECIFIED AS "AUTOMOTIVE
GRADE" MAY ONLY BE USED IN AUTOMOTIVE APPLICATIONS AT USER’S OWN RISK.

Resale of ST products with provisions different from the statements and/or technical features set forth in this document shall immediately void
any warranty granted by ST for the ST product or service described herein and shall not create or extend in any manner whatsoever, any
liability of ST.

ST and the ST logo are trademarks or registered trademarks of ST in various countries.
Information in this document supersedes and replaces all information previously supplied.
The ST logo is a registered trademark of STMicroelectronics. All other names are the property of their respective owners.
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