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INTRODUCTION

The purpose of this application note is to demonstrate
how KeeLoQ® code hopping technology can be conve-
niently employed to implement an automatic code hop-
ping password generator/keypad. Using a PIC12C508,
the hopping code produced by an HCS300 is converted
to a string of 16 hex digits. This string is then trans-
ferred to the PC via the keyboard line, thereby emulat-
ing the actual pressure of a sequence of keys on a
standard PC/AT ® keyboard. Since this conversion pro-
cess is transparent to any application, it appears as if
the user is simply typing on a PC/AT-type keyboard.

An ideal situation for implementing this application
would be in creating a “super password” for general,
access-control secure logins when transmitting infor-
mation onto the internet (i.e., through a browser) or a
Java applet.

THE “HOPPING” ADVANTAGE

Password-based access control systems are very pop-
ular today, but the level of security they provide are
often overestimated. Being basically a unidirectional
transmission, a password-based system has two very
important shortcomings which can lead to unautho-
rized access: the code is fixed, and the number of pos-
sible combinations is relatively low.

The growing speed of communication lines and the
computing power of available systems increases the
chance of a brute force attack or “code scanning.” The
use of unsecure means of transmission, where code
“grabbing” is possible (i.e., a typical modem connection
over phone lines), can make the use of a fixed code
highly undesirable. Note that these are the same situa-
tion that led to the introduction of the “code hopping”
concept in the remote control market.

The basic idea is to have the access code change each
time it is used through a sequence where the new
codes cannot be predicted even knowing a very large
number of previously used ones. Producing such a
sequence requires the use of a solid encryption engine.
Microchip Technology is currently offering a broad
range of encoders based on the proprietary KEELOQ
code hopping technology. These encoders make pro-
ducing a code hopping remote control easy, but as we
will see, can also be conveniently used to add the hop-
ping advantage to old password based access control
systems in a transparent way.

FIGURE 1: HCS300 AND PIC12C508 PINOUT DIAGRAMS
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KEELOQ is a registered trademark of Microchip Technology, Inc.

Microchip’s Secure Data Products are covered by some or all of the following patents:

Code hopping encoder patents issued in Europe, U.S.A., and R.S.A. — U.S.A.: 5,517,187; Europe: 0459781; R.S.A.: ZA93/4726

Secure learning patents issued in the U.S.A. and R.S.A. — U.S.A.: 5,686,904; R.S.A.: 95/5429
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INTRODUCTION TO KEELOQ The synchronization information is used at the decoder
ENCODERS to_c_ietermlne wh_ether a tran;ml_ssmn is \{alld oris arep-
etition of a previous transmission. Previous codes are
All KEELOQ encoders use the KEELOQ code hopping rejected to safeguard against code grabbers.
technology to make each transmission by an encoder The HSC300 and HCS301 encoders transmit two over-
unique. The encoder transmissions have two parts. The flow bits which may be used to extend the range of the
first part changes each time the encoder is activated synchronization counter from 65,536 to 196,608 button
and is called the code hopping part and is encrypted. operations. The HCS300 and HCS301 encoders
The second part is the unencrypted part of the trans- include provision for four bits of function information
mission, principally containing the encoder serial num- and two status bits in the fixed code portion of its trans-
ber identifying it to a decoder. mission. The two status bits indicate whether a
The code hopping contains function information, a dis- repeated transmission is being sent, and whether the
crimination value, and a synchronization counter. This battery voltage is low.
information is encrypted by an encryption algorithm The Microchip HCSXXX encoders all have the ability to
before being transmitted. A 64-bit encryption key is transmit a fixed seed. The seed value is programmed
used by the encryption algorithm. If one bit in the data into the encoder when the encoder is first initialized
that is encrypted changes, the result is that an average along with the counters, key, serial number, and other
of half the bits in the OUtpUt will Change. As a reSUlt, the information. The seed |ength differs from encoder to
code hopping changes dramatically for each transmis- encoder, with the HCS300 and HCS301 having a 32-bit
sion and can not be predicted. seed.

FIGURE 2: KEELOQ ENCODER CODE WORD TRANSMISSION FORMAT
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FIGURE 3: KEeELoQ ENCODER CODE WORD ORGANIZATION
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FIGURE 4: HCS300 BLOCK DIAGRAM
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FIGURE 6: AT® KEYBOARD PROTOCOL

The IBM PC-AT® Keyboard Protocol

IBM® was the first to introduce the synchronous serial
protocol most of today’s PC-ATs use to communicate
with a keyboard. This now-standard, 5-pole shielding
connector (Figure 5) carries the clock line, data line,
ground, and +5V power supply in order to transmit data
bidirectionally from the keyboard to the PC.

Typically, data travelling from the keyboard to the PC is
accomplished by either key pressure or release infor-
mation. However, some configuration data (i.e., repeat,
delay, and rate) can flow in the opposite direction — for
example, during a system boot. The keyboard drives
the clock line by using open collector drivers. To disable
the keyboard, the PC can keep the clock line low. If the
data line is held low by the PC while the clock line is
high, the computer transmits a requests to send, and
the keyboard goes into receive mode. The keyboard is
only allowed to send data when both the clock line and
data line are high.

FIGURE 5: STANDARD 5-POLE CONNECTOR
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Keyboard Transmission

The keyboard pulls the data line low (start bit) and
starts the clock. The eight data bits (least significant bit
first) are shifted out, followed by the parity (odd), and
stop bit (high). Data is valid after the falling edge of the
clock and changes after the rising edge of the clock. If
no data is transmitted, both the clock line and data line
are high. If the computer pulls the clock line low for at
least 60 us before the tenth bit is transmitted, the key-
board stops the transmission and stores the aborted
data in a buffer for retransmission at a later time.

Keyboard Receiving

The computer pulls the data line low (start bit), after
which the keyboard starts to shift out 11 clock pulses
within 15 ms. Transmission has to be completed within
2 ms. Data from the computer changes after the falling
edge of the clock line, and is valid before the rising
edge of the clock. After the start bit, eight data bits
(least significant bit first), followed by the parity bit
(odd), and the stop bit (high) are shifted out by the com-
puter with the clock signal provided by the keyboard.
The keyboard pulls the stop bit low in order to acknowl-
edge the receipt of the data. If a transmission error
occurs (parity error or similar) the keyboard issues a
“RESEND” command to the PC.

Key Pressure Release Encoding

Key pressure is communicated to the PC by sending a
scan code. Table 1 lists the scan codes corresponding
to keys ‘0’...'F'. Release is communicated by sending
the break code (OF0), followed by the previous scan
code.

TABLE 1: SCAN CODES

Codes Key
45 ‘0’
16 ‘1
1E ‘2
26 ‘3
25 ‘4
2E ‘5’
36 ‘6’
3D 7
3E ‘8’
46 ‘9’
1C ‘A
32 ‘B’
21 ‘C’
23 ‘D’
24 ‘E’
2B ‘F

DS00665A-page 4
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Proposing a Demo Keypad/Dongle
Implementation

The password generator fits between the keyboard and
the PC. A 5-pin plug connects to the PC, supplying
power to our device, and the keyboard plugs into the
5-pin socket (Figure 7). The clock and data lines are
passed between the PC and keyboard, allowing normal
keyboard operations. When S1 is activated, the
PIC12C508 receives the new message (16 hex digits)
produced by the KeeLoQ HCS300 Encoder. The
PIC12C508 will then emulate the keyboard, sending
the appropriate sequence of key press and key release
messages to the PC. To prevent the keyboard from
interpreting this transmission as a ‘request to send’
from the PC, it is necessary to isolate the keyboard
from the clock line and data line during the transmis-
sion.

The KEELOQ HCS300 Encoder can be part of the don-
gle or can be removable, like a key, in order to allow dif-
ferent encoders with different encryption keys or serial
numbers to be easily exchanged.

FIGURE 7: KEYPAD/DONGLE SCHEMATIC

Power consumption has to be the lowest possible in
order not to excessively load the line. Size and compo-
nent count should also be kept to the possible minimum
in order to allow for a very small package. Ideally, the
whole circuit should fit into a small gap between the two
connectors.

In the implementation we are proposing, an HCS300
KEeLoQ code hopping encoder is used together with a
PIC12C508 microcontroller.For simplicity, a standard
CMOS quadruple switch (4066) is used to alternatively
connect the dongle or the keyboard to the PC line. The
HCS300 and the PIC12C508 (both available in 8-pin
DIP or SOIC packages), draw extremely low currents
as well as internally produce the clock required to oper-
ate the dongle. Beside a couple of pull-up resistors
required for the clock line and data line, no other com-
ponents are required to obtain a fully functional hop-
ping password dongle (Figure 7).
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Software Implementation

The software is composed of three short code
segments:

* Receive routine for the KEELoQ HCS300 Encoder

« Keyboard Emulation Routines

* Main loop routine.

Receive Routine for the HCS300 Encoder
(RECEIVE)

The RECEIVE routine gathers the first 64 bits transmit-
ted by the HCS300, ignoring the last two bits (repeat
and battery status) as they carry no useful information
for this application, and packs them into a 8-bytes
buffer (Buffer0...Buffer7).

Keyboard Emulation Routines
(Sendbit, SendKey)

These implement the transmission of the key scan
codes according to the IBM-PC/AT keyboard protocol.
Main Loop

While the CMOS switch connects the PC to the key-
board clock and data lines, the LED output line is con-
tinuously polled to detect the activation of the HCS300

Note:  Any combination of its four input lines after
debouncing activates the encoder.

When the LED line goes low, the CMOS switch is acti-
vated to isolate the clock and data lines from the key-
board. The RECEIVE routine is called.

Upon successfully receiving a transmission, a loop is
entered where 16 hex digits from the receive buffer are
transmitted as a sequence of key press and key
release messages, separated by appropriate delays
repetitively calling the SENDKEY subroutine.

The software has been developed in the simplest pos-
sible form and, therefore, is open to a number of opti-
mizations. For example:

* The PIC12C508 could be put to “sleep” to further
reduce power consumption.

« The encoder could be removable and its pres-
ence/activation should be properly detected.

« For simplicity, the presented RECEIVE routine
requires a 400 us transmission speed being con-
figured in the encoder, while a more flexible multi-
baud rate routine can be used as presented in
various other application notes.

» A second code word could be compared with the
first code word received to recognize transmission
errors (although highly improbable when the
encoder is wired to the PIC12508), since there is
no decryption, there is no other means to tell that
the transmission has not been corrupted.

Decoding Options

A code hopping password can be used to validate
access to a wide variety of electronic services provid-
ing the recipient application (typically, it will be some
software running on a server) is capable of following
some simple decryption and verification steps. The
fixed unencrypted part of the code (last 8 digits) can be
used to identify the user (7 digits) and the function acti-
vated on the encoder (1 out of 15, corresponding to the
last digit).

The hopping part has to be decrypted using the appro-
priate 64-bit decryption key. Depending on the desired
level of security, many different key generation and
management techniques can be adopted. For exam-
ple, the key could be deduced by the User ID and a
Manufacturer's Key, by the “seed” code of the encoder
or could simply be a fixed 64-bit constant.

Learning techniques can also be applied so that the
application actually autonomously acquires the
required keys and builds a database of users, ID codes,
and decryption keys. For a further analysis, consult the
following literature:

AN645  PIC16C57 Based Code Hopping Secu-
rity System (DS00645)

AN662 KeeLoQ Code Hopping Decoder Using
Secure Learn (DS00662)

AN663  KEeLo@ Simple Code Hopping Decoder
(DS00663)

TBO01  An Introduction to KeeLoq Code Hopping
(DS91000A)

TBO03  An Introduction to KEELOQ Code Hopping
(DS91002A).

DS00665A-page 6
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| Please check the Microchip Worldwide Web at www.microchip.com for the latest version of the source code.

APPENDIX A: HOPPASW.LST

MPASM 01.40 Released

LOC OBJECT CODE LINE
VALUE

00001
00002
00003
00004
00005
00006
00007
00008
00009
00010
00011
00012
00013
00014
00015
00016
00017
00018
00019
00020
00021
00022
00023
00024
00025
00026
00027
00028
00029
00030
00031
00032
00001
00002
00103
00033
OFFF OFEA 00034
01FF 0000 0003 0001 00035
0002
00036
00037
00038
00039
00040
00041
00042
00043
00044
00045
00046
00047
00048

HOPPASW.ASM 2-20-1997 16:45:24 PAGE 1

SOURCE TEXT

LIST n=0, c=132
PROCESSOR PIC12C508
RADIX HEX

;* filename: HOPPASW.ASM

;**********************************************************************

g * Author: Lucio Di Jasio

3 * Company: Microchip Technology

;* Revision: RevA0

P Date: 4-sept-96

3 * Assembled using: MPASM rev. 1.40
;**********************************************************************
i include files:

;¥ p12C508.inc

;*
;**********************************************************************
3 * HCS300 to keyboard interface, for hopping password generation

;*

;x / /

I HCS300 |5V | 5v

;* I + | | +=—mm—— +

;* Keyl-+5S1 +-+ +-+vdd [ —— GND

;% Key2-+S2 LED+——————mmmmmmmmmmm +LED R —— PCCLK

;* Key3-+S3 PWMt————————mmmmmmmmm— +HCSIN  +-————— DATA

;* Key4-+54 +-+ —+nc e SWITCH

3 T + | F +

P* I

i VGnd

;*
;**********************************************************************

INCLUDE “\pic\include\pl2c508.inc”
LIST
; P12C508.INC Standard Header File, Vers 1.01 Microchip Technology. Inc.
LIST

__CONFIG _IntRC_OSC & _MCLRE OFF & _CP OFF & _WDT OFF
__IDLOCS H'0312’

kkkkhkhkkhkhkkhhkhkhhkhkhhkhkkhkhkhkhhkhkhhkhkkhkhkhkhhkhkhhkhkkhhkhkhhkhkkhkhkkhkhkkk**

internal 4MHz clock
internal reset

no code protect (?)
no watchdog

ID code is “0312"

i
i
i
i
i
i
3 % ok ok o ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok o ok ok ok ok ok ok ok ok ok ok ok ok o ok o o ok o ok o o ok o o o o ok o o o ok o

*
*
*
*
*
*

pin description

7
i
7
#define LED GPIO,5 ; Led from HCS300

© 1997 Microchip Technology Inc.
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00000007
00000008
00000009
0000000A
0000000B
0000000C
0000000D
0000000E
0000000F
00000010
00000011
00000012
00000013
00000014
00000015
00000016

0000

0000
0000 0025
0001 OA7A

0002

0002 01E2
0003 0845
0004 0816
0005 081E
0006 0826
0007 0825
0008 082E
0009 0836
000A 083D
000B 083E
000C 0846
000D 081C
000E 0832
000F 0821
0010 0823
0011 0824
0012 082B

00049
00050
00051
00052
00053
00054
00055
00056
00057
00058
00059
00060
00061
00062
00063
00064
00065
00066
00067
00068
00069
00070
00071
00072
00073
00074
00075
00076
00077
00078
00079
00080
00081
00082
00083
00084
00085
00086
00087
00088
00089
00090
00091
00092
00093
00094
00095
00096
00097
00098
00099
00100
00101
00102
00103
00104
00105
00106
00107
00108
00109
00110
00111
00112
00113
00114

#define HCSIN
#define NC
#define SWITCH
#define DATA

#define PCCLK
#define MASKDEF

#define MASKLOW
#define MASKHIGH

RAM assignments

T

CBLOCK 07
BUFFERO
BUFFERL1
BUFFER2
BUFFER3
BUFFER4
BUFFERS
BUFFER6
BUFFER7
BITCOUNT
BYTECOUNT
TIMEHI
TIMELO
PARITY
AUX
KEY
GPIOTEMP

GPIO, 4
GPIO,3
GPIO,2
GPIO,1

br1111
b’1111
b’1111

’

Ne Ne Ne e Ne ~e N N

Ne Ne ~e ~e

1011
1001
1011’

~e e ~e

receive

counters

timing

PWM from HCS300

not used

sense clock line to/from PC

data to PC

clock to PC

only SWITCH pin in output
prepare data low
prepare data high

buffer for hcs300

transmission parity bit

g.p.

key to encode
temp copy of tris register

Start
movwf
goto

OSCCAL
Main

keyscan table

r

14

i

ScanCode
addwf
retlw
retlw
retlw
retlw
retlw
retlw
retlw
retlw
retlw
retlw
retlw
retlw
retlw
retlw
retlw
retlw

#define BREAK

PCL,F
45
16
1E
26
25
2E
36
3D
3E
46
1c
32
21
23
24
2B

O0F0

Ne Ne Ne Ne Ne e N6 Ne Ne Ne N e Ne Ne ~e ~e

calibrate
key ‘0
key ‘1”
key ‘27
key ‘3’
key ‘4’
key ‘5’
key ‘6
key ‘7'
key ‘8’
key ‘9°
key ‘A’
key ‘B’
key ‘C’
key ‘D’
key ‘E’
key ‘F’

break scan code

;'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k***********************

;* SubDelay

DS00665A-page 8
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0013
0014
0015
0016
0017
0018
0019

001Aa
001A
001B
001B
001C
001C
001D
001D
001E
001F
0020
0021

0022
0022
0023
0024
0025
0026
0027

0028
0029
002A
002A
002B

002C
002D
002E

0000
0000
0000
0000
0000
0000
0800

0COF

0031

0072

02F2
0A1D
02F1
0AlC
0800

0066
0CF9
0603
0CFB
0036
0006

0COE
0032

02F2
0A2A

0416
0216
0006

00115
00116
00117
00118
00119
00120
00121
00122
00123
00124
00125
00126
00127
00128
00129
00130
00131
00132
00133
00134
00135
00136
00137
00138
00139
00140
00141
00142
00143
00144
00145
00146
00147
00148
00149
00150
00151
00152
00153
00154
00155
00156
00157
00158
00159
00160
00161
00162
00163
00164
00165
00166
00167
00168
00169
00170
00171
00172
00173
00174
00175
00176
00177
00178
00179
00180

; short delay functions N us

7

P Input Variables:

 * none

Hd Output Variables:

P none
;**********************************************************************
7

SubDelayl0 nop

SubDelay9 nop

SubDelay8 nop

SubDelay7 nop

SubDelay6 nop

SubDelay5 nop

SubDelay4 retlw 0 ; 2 call + N nop + 2 retlw
;**********************************************************************
;* WaitlOms

;* waits for approx 10ms
;*
3 * Input Variables:
 * none
Hd Output Variables:
3 * none
;**********************************************************************
7
WaitlOms
movlw .15 ; 15 * ,7ms ~= 10ms@4MHz
WaitWx750
movwf TIMEHI
WaitHi
clrf TIMELO ; 256 * 3us ~= 750us@4MHz
WaitLo
decfsz TIMELO,F
goto WaitLo
decfsz TIMEHI,F
goto WaitHi
retlw 0
;**********************************************************************
;* SendBit
3 * sends a bit in AT keyboard protocol
;*
i Input Variables:
P * STATUS, C
P * Output Variables:
d none
;**********************************************************************
;
SendBit
clrf GPIO ; disable kb and clear out buffers
movlw MASKLOW ; DATA low prepare
btfsc STATUS,C
movlw MASKHIGH ; DATA high prepare
movwf GPIOTEMP ; save value
tris GPIO
movlw .14
movwf TIMELO
SBitT
decfsz TIMELO,F ; 45us loop (data stable)
goto SBitT
bcf GPIOTEMP,PCCLK ; clk fall
movf GPIOTEMP,W
tris GPIO

© 1997 Microchip Technology Inc.
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002F OCOF
0030 0032
0031

0031 02F2
0032 0A31

0033 0516
0034 0216
0035 0006
0036 0800

0037
0037 0034

0038
0038 0706
0039 0A38

003A 0403
003B 0922

003C 0co8
003D 002F
003E 0073

003F

003F 0334
0040 0603
0041 02B3
0042 0922
0043 02EF
0044 OA3F

0045 02B3
0046 0333
0047 0922

0048 0503
0049 0A22

00181
00182
00183
00184
00185
00186
00187
00188
00189
00190
00191
00192
00193
00194
00195
00196
00197
00198
00199
00200
00201
00202
00203
00204
00205
00206
00207
00208
00209
00210
00211
00212
00213
00214
00215
00216
00217
00218
00219
00220
00221
00222
00223
00224
00225
00226
00227
00228
00229
00230
00231
00232
00233
00234
00235
00236
00237
00238
00239
00240
00241
00242
00243
00244
00245
00246

movlw .15
movwf TIMELO
SBitT2
decfsz TIMELO,F ;
goto SBitT2
bsf GPIOTEMP,PCCLK ;
movf GPIOTEMP,W
tris GPIO
retlw 0

45us loop (data stable)

clk rise

;**********************************************************************

;* SendKEY

Hd sends a scan code to the PC
;*

3 Input Variables:

P* W

3 * Output Variables:

Had none

;**********************************************************************

r
SendKEY
movwf AUX

; wait PC ready

Sendw
btfss GPIO,PCCLK
goto Sendw

; PC request ?

; btfss DATA

H goto RecKEY

; send start bit

bcf STATUS,C
call SendBit
; than shift out 8 bit LSB fir
movlw .8
movwf BITCOUNT
clrf PARITY
SBitL
rrf AUX,F
btfsc STATUS, C
incf PARITY,F
call SendBit
decfsz BITCOUNT,F
goto SBitL
incf PARITY,F
rrf PARITY,F
call SendBit
bsf STATUS, C
goto SendBit

~e ~e

st

temp storage

test PCCLK
loop until HIGH

PC pull down Data?
go receive first

next bit

count parity

loop for 8 bit

parity odd
send parity Bit

send stop bit (high = released)

;**********************************************************************

;* Receive

;* receives first 64 bit transmitted by an HCS300 encoder
P simplified to operate with 400us PWM only

;*

;* Input Variables:

i none

DS00665A-page 10
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004A
004A
004B

00000038

004cC
004D
004D
004E

004F
0050

0051
0052
0053

0054
0054
0055

0056
0057

0058
0058
0059
005A

005B
005B
005C

005D
005D
005E
005F
0060
0061

0062
0063

0064
0064
0065
0066
0067
0068

0069
006A
006B

0686
0A4A

006F

0686
0A54

0913
0914

03EF
0A4D
0A4A

07EF
0A4A

0C40
002F

0C38
0031
0A5D

0C36
0031

02B1
0643
0A4A
0686
0A5D

0C38
0032

02B2
0643
0A4A
0786
0A64

0211
00B2
032E

00247
00248
00249
00250
00251
00252
00253
00254
00255
00256
00257
00258
00259
00260
00261
00262
00263
00264
00265
00266
00267
00268
00269
00270
00271
00272
00273
00274
00275
00276
00277
00278
00279
00280
00281
00282
00283
00284
00285
00286
00287
00288
00289
00290
00291
00292
00293
00294
00295
00296
00297
00298
00299
00300
00301
00302
00303
00304
00305
00306
00307
00308
00309
00310
00311
00312

;**********************************************************************

;* Output Variables:
Had BUFFERO..7
i
Receive
btfsc HCSIN
goto Receive

; wait for a falling edge

; will accept sync pulses from 3.0 to 6.1 ms.
; more than 128 cycles but less than 256
7
7

init counter

~e

wait rising edge

24us per cycle

~e ~e

more than 6,0ms timeout
waiting loop
timeout restart

T

if bit7=1 ok
else less than 3.0 ms timeout

~e ~e

bytes (ignore last 2 bit)

each cycle is 24 us @4MHz
PREBIT EQU .56
clrf BITCOUNT
Rise
btfsc HCSIN
goto Rise2
call SubDelay10
call SubDelay9
incfsz BITCOUNT,F
goto Rise
goto Receive
Rise2
btfss BITCOUNT, 7
goto Receive
7
; read folowing 8
7
movlw .64
movwf BITCOUNT
FirstPreload
movlw PREBIT
movwf TIMEHI
goto WHL
RNextBit
movlw PREBIT-2
movwf TIMEHI
WHL
incf TIMEHI,F
btfsc STATUS, Z
goto Receive
btfsc HCSIN
goto WHL
movlw PREBIT
movwf TIMELO
WLL
incf TIMELO,F
btfsc STATUS, Z
goto Receive
btfss HCSIN
goto WLL
; shift in the new bit
movf TIMEHI , W
subwf TIMELO,F
rrf BUFFER7,F

; 8 bit per byte

first bit needs no balance

preload counter
balance extra rrf time

~e ~e

measure high period

after 1.2ms (200%6) timeout
loop while High

~e ~e ~e

preload counter

~e

measure low period

after 1.2ms (200%6) timeout
loop while Low

~e ~e

; if TIMEHI > TIMELO Carry = 0
; insert bit in buffer

© 1997 Microchip Technology Inc.
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006C 032D
006D 032C
006E 032B
006F 032A
0070 0329
0071 0328
0072 0327

0073 OCEO
0074 0152
0075 0643
0076 OA4A

0077 O02EF
0078 OA5B
0079 0800

007A

007A 0C04
007B 0026
007C OCFB
007D 0006
007E 0CO00
007F 0002

0080 06A6
0081 OA7A

0082
0082 0066

0083 094A

0084 0C08
0085 0030
0086 0C07
0087 0024

0088

0088 0200
0089 OEOF
008A 0902
008B 0035
008C 0937
008D 091A
008E OCFO
008F 0937
0090 o0co1

00313
00314
00315
00316
00317
00318
00319
00320
00321
00322
00323
00324
00325
00326
00327
00328
00329
00330
00331
00332
00333
00334
00335
00336
00337
00338
00339
00340
00341
00342
00343
00344
00345
00346
00347
00348
00349
00350
00351
00352
00353
00354
00355
00356
00357
00358
00359
00360
00361
00362
00363
00364
00365
00366
00367
00368
00369
00370
00371
00372
00373
00374
00375
00376
00377
00378

rrf
rrf
rrf
rrf
rrf
rrf
rrf

BUFFERG6, F
BUFFERS,F
BUFFER4,F
BUFFER3,F
BUFFER2,F
BUFFERL,F
BUFFERO, F

; compare duty cycle, to skip preamble

movlw
andwf
btfsc
goto

decfsz
goto
retlw

0EO

TIMELO,W
STATUS, Z
Receive

BITCOUNT, F
RNextBit
0

test duty cycle
delta >200us? (32 cycles)

no! it’s a preamble

loop to completion

;'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k***********************

;* Main loop

3 * set TRIS and option register
;* wait for start (LED)

P disable keyboard

3 * receive new hopping code

;* send 16 hex digits

Hd wait transmission end

i * loop

;'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k***********************

14

Main
movlw
movwf
movlw
tris
movlw
option

btfsc
goto

Disable
clrf

movlw
movwf
movlw
movwf

KEYL
movf
andlw
call
movwf
call
call
movlw
call
movlw

b’00000100"
GPIO
MASKDEF
GPIO

0

LED
Main

GPIO

Receive

.8
BYTECOUNT
BUFFERO
FSR

INDF,W
OF
ScanCode
KEY
SendKEY
WaitlOms
BREAK
SendKEY
1

’

’

set switch ON

init port

~e =

~e

’

~e

~e

~e

wait for Led output fall

send disable kb
SWITCH = LOW

gets the new hopping code

emulate a keyboard and send data as a sequence of 16 key
pressed and released, one each hex digit

8 byte from the buffer

init pointer

low nibble
encode hex nibble
emulate key press

emulate key release

DS00665A-page 12
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0091 091B 00379 call WaitWx750 ; wait 750us
0092 0215 00380 mov £ KEY,W
0093 0937 00381 call SendKEY
00382
0094 091A 00383 call WaitlOms
00384
0095 0380 00385 swapf INDF,W ; high nibble
0096 OEOF 00386 andlw OF
0097 0902 00387 call ScanCode ; encode hex nibble
0098 0035 00388 movwf KEY
0099 0937 00389 call SendKEY ; emulate key press
009A 091A 00390 call WaitlOms
009B OCFO 00391 movlw BREAK ; emulate key release
009C 0937 00392 call SendKEY
009D 0CO1 00393 movlw 1
009E 091B 00394 call WaitWx750 ; wait 750us
009F 0215 00395 movE KEY,W
00AO0 0937 00396 call SendKEY
00397
00A1 091A 00398 call WaitlOms
00399
00A2 02A4 00400 incf FSR,F ; next byte
00A3 02F0 00401 decfsz BYTECOUNT,F
00A4 0A88 00402 goto KEYL
00403
00404 ;-——————
00405 ; now wait for the HCS to stop transmisssion (button release)
00406 ;
00A5 00407 Release
00A5 07A6 00408 btfss LED ; wait Led rise
00A6 OAAS5 00409 goto Release
00A7 OA7A 00410 goto Main
00411
00412 END
MPASM 01.40 Released HOPPASW.ASM 2-20-1997 16:45:24 PAGE 2
MEMORY USAGE MAP (‘X' = Used, ‘—’ = Unused)
0000 : XXXXXXXXXXXXXXXX XXXXXXXXXXXXXXXX XXXXXXXXXXXXXXXX XXXXXXXXXXXXXXXX
0040 : XXXXXXXXXXXXXXXX XXXXXXXXXXXXXXXX XXXXXXXXXXXXXXXX XXXXXXXXXXXXXXXX
0080 : XXXXXXXXXXXXXXXX XXXXXXXXXXXXXXXX XXXXXXXX-=———m—mmm —mmmmmmmmm e
01CO0 & === e e X
0200 : XXX————mmm e e e
OFCO ¢ ————— e e e X

All other memory blocks unused.

Program Memory Words Used:
Program Memory Words Free:

Errors : 0
Warnings : 0 reported,
Messages : 0 reported,

168
343

0 suppressed
0 suppressed

© 1997 Microchip Technology Inc.
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Note the following details of the code protection feature on PICmicro® MCUs.

The PICmicro family meets the specifications contained in the Microchip Data Sheet.

Microchip believes that its family of PICmicro microcontrollers is one of the most secure products of its kind on the market today,
when used in the intended manner and under normal conditions.

There are dishonest and possibly illegal methods used to breach the code protection feature. All of these methods, to our knowl-
edge, require using the PICmicro microcontroller in a manner outside the operating specifications contained in the data sheet.
The person doing so may be engaged in theft of intellectual property.

Microchip is willing to work with the customer who is concerned about the integrity of their code.

Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their code. Code protection does not
mean that we are guaranteeing the product as “unbreakable”.

Code protection is constantly evolving. We at Microchip are committed to continuously improving the code protection features of

our product.

If you have any further questions about this matter, please contact the local sales office nearest to you.

Information contained in this publication regarding device
applications and the like is intended through suggestion only
and may be superseded by updates. It is your responsibility to
ensure that your application meets with your specifications.
No representation or warranty is given and no liability is
assumed by Microchip Technology Incorporated with respect
to the accuracy or use of such information, or infringement of
patents or other intellectual property rights arising from such
use or otherwise. Use of Microchip’s products as critical com-
ponents in life support systems is not authorized except with
express written approval by Microchip. No licenses are con-
veyed, implicitly or otherwise, under any intellectual property
rights.
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